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Tiny Salespeople:
Mediated Transactions and
the Internet of Things

Ryan Calo | University of Washington

upreme Court Justice Samuel

Alito wanted to dramatize how
hard GPS surveillance would be
for our nation’s founders to envi-
sion. It would take a “very tiny con-
stable,” he noted in concurrence
with the majority in United States
v. Jones, “with incredible fortitude
and patience” to stow away on a
stage coach and monitor its owner’s
movements.! Here, I focus on the
more plausible prospect of a very
tiny salesperson. Specifically, I ask
what it would mean for consum-
ers if their everyday objects tried to
sell them products and services—
an uncomfortably realistic conse-
quence of the “Internet of Things.”

The Perils
of Mediated Transactions
It’s still relatively common to travel
to a store to buy something. Tomor-
row’s consumers, however, will be
mediated consumers. More and
more of our transactions are taking
place through technology—kiosks,
computers, tables, smartphones,
even glasses.

That transactions are mediated
means a few things. Technology
captures and retains many aspects
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of a consumer’s interaction with a
firm—by which I mean company
or other business. We leave a digital
trail of what we purchase, when and
where we shop, and what we pay.
This information is combined with
other details and behavior such as
what websites we visit or to whom
we're connected on social media.

Contemporary privacy regu-
lation—from  fair  information
practice principles to privacy by
design—focuses on this data flow.
Regulators might inquire into what
notice firms proffer to consumers
before collecting data, how long
firms store the data, and with whom
they share the data.

But mediation has a second
effect, one that I (and others) find
increasingly interesting. Mediation
also means that firms design almost
every aspect of the interaction with
consumers. This includes not only
writing and updating the transac-
tion’s legal terms but also designing
the physical or virtual environment.
Firms draw the maze and write its
rules, generally with their own goals
in mind. Lawrence Lessig famously
observed that “code is law”;% code is
also bargaining power.
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Mediation has several upsides.
The existence of a record, for
instance, makes detecting fraud and
reversing its effects easier. Firms
often use what they learn about
consumer habits to personalize and
otherwise improve their services.
Scott Peppet argues that augmented
reality—adding a layer of mediation
to everyday interactions—will also
empower consumers to more easily
compare prices or terms.? “Use your
phone’s camera to scan the bar code
on a potential purchase,” he points
out, “and Amazon or Consumer
Reports will instantly return price
comparisons and consumer reviews.”

But downsides exist. Firms have
an economic incentive to use what
they know about consumers to
manipulate the marketplace.* Firms
already use their understanding of
human bias to set contract terms
in a way that appears seductive but
is actually to consumers’ disadvan-
tage.> Presumably what seduces
consumer A might not always res-
onate with consumer B. Profiling
enables firms to dynamically gen-
erate terms based on whether the
specific consumer falls into a par-
ticular category such as “impulsive”
or “optimistic.”®

The situation is similar with
price. Today, everything costs $9.99
because firms know that we tend
to see the difference from $10 as
greater than 1 cent. This price blind-
ness lets firms extract a few cents
of rent from consumers.* If a firm
collects enough data about a con-
sumer, however, it might be able to
guess the consumer’s specific reser-
vation price—the highest amount
he or she might be willing to pay
for a product or service. This will
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let the firm dynamically change its
price and capture the surplus. Price
comparison is no panacea if the firm
blocks the practice (for example,
by using unreadable bar codes) or
if competitors also independently
engage in price profiling.

The ability to design the trans-
action environment is indepen-
dently noteworthy. Take Apple, for
example. Consumers who purchase
digital content on their computer,
tablet, or phone presumably care
about how long the
content takes to down-
load. In Mac OS X, the
download progress bar’s
appearance can cre-
ate the impression that
downloading is occur-

adequate security for consumer de-
vices and software. (The US Federal
Trade Commission has brought var-
ious actions against websites, physi-
cal retailers, and one mobile device
manufacturer to enforce Section $
of the FTC Act, calling inadequate
security an unfair or deceptive prac-
tice.) Somewhat less understood is
how interactive, networked devices
create new vectors by which to ap-
proach—and sometimes exploit—
consumers. (At least one study is
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with a fortitude and patience
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(BJ. Fogg has long observed that
computers have many of the same
advantages as people, in that we
interact with them as though they
were social entities capable of flat-
tery and other techniques, and none
of the limitations.!> Computers
have perfect memories, for instance,
and can mask their identity. Ian
Kerr also observed how social Inter-
net bots might efficiently
collect information from
users.’> Meanwhile, the
FTC has long acknowl-
edged the special harms
that flow from in-person
sales and has crafted spe-

ring faster.”

Similarly,
faced with complaints
about cell service coverage for the
iPhone, Apple reportedly changed
the signal bars in the new interface,
doubling the size of the first bar and
adding height to the second and
third. These changes are nothing
compared to the design psychol-
ogy of, say, slot machines that cre-
ate “near wins” apparently to trigger
the release of dopamine by the gam-

bler’s brain.8

Getting Pushy
This set of commercial phenomena,
more than anything else, is what wor-
ries me about the Internet of Things.
The Internet of Things refers to the
possibility of billions of devices—
including everyday appliances such
as your refrigerator—one day being
networked and interactive. Some
security researchers talk in terms of
an attack surface, meaning the vec-
tors from which an attacker can
compromise a given system.” Obvi-
ously networking a device—such as
a car—increases its attack surface by
creating a new way to compromise it
without physical access.'?

This is a relatively well-under-
stood problem—one the law ad-
dresses, for instance, by requiring
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examining the possibility of mak-
ing ads covertly tailored for implicit
persuasion—for instance, by subtly
combining faces.!!)

What networking “things” really
does is further mediate consumers,
and dramatically so. Recall media-
tion’s effects: data collection and
opportunities to design interac-
tions. If a company can track not
only my browsing habits but also
when I open my fridge, it can better
zero in on what junk food to adver-
tise to me—and when and how to
advertise it.

Moreover, historically, much
consumption has occurred on the
pull model—consumers actively
seek out commercial interactions
by traveling to websites or store-
fronts. Now, networked and inter-
active devices create the possibility
of vastly more “push.” If your refrig-
erator is going to remind you that
youre out of cheese, perhaps it can
suggest a cheese you might like or
where to buy it. These decisions
won't always turn on the consum-
ers’ best interests but rather the
best deal device manufacturers can
strike with advertisers. Our things
will contain tiny salespeople with

cial rules such as cooling-
off periods.)

A s with the founders and
GPS, I'm not sure today’s
regulators and courts contemplate
the prospect of tiny salespeople.
So, we might be doomed always to
fight the last battle. We’ll focus on
the increase in data flow that the
Internet of Things will generate
while ignoring the new attack sur-
face. That our things will become
tiny salespeople is hardly inevi-
table. The cost-benefit analysis
will be subtle and complex. But
technologists should at least coun-
tenance the possibility that a pro-
liferation of interactive, networked
devices will exacerbate the asym-
metries of information and design
we already see in the marketplace.
Recognizing this possibility lets us
think through how best to calibrate
incentives and balance firm and
consumer value. m

Acknowledgments

This essay draws from the ongoing Digi-
tal Market Manipulation project. You can
download a copy at http://ssrn.com/
abstract=2309703. Thanks to Alessandro
Acquisti for his helpful suggestions.

71




B ON THE HORIZON

References

1. United States v. Jones, 2012; www.
law.cornell.edu/supremecourt/
text/10-1259.

2. L. Lessig, Code: And Other Laws of
Cyberspace, Basic Books, 1999.

3. S. Peppet, “Freedom of Contract in
an Augmented Reality: The Case
of Consumer Contracts” UCLA
Law Rev., vol. 59, no. 3, 2012, pp.
676-745.

4. J. Hanson and D. Kysar, “Tak-
ing Behavioralism Seriously: The
Problem of Market Manipulation,”
NY.U. Law Rev., vol. 74, no. 3, 1999,
pp- 630-749.

5. O. Bar-Gill, Seduction by Contract:
Law, Economics, and Psychology in
Consumer Markets, Oxford Univ.
Press, 2012.

6. M. Kaptein et al, “Can You Be
Persuaded? Individual Differences
in Susceptibility to Persuasion,”
Human-Computer Interaction—
Interact 2009, LNCS 5726, Springer,
2009, pp. 115-118.

7. C. Harrison, Z. Yeo, and S.E.

10.

11.

Hudson, “Faster Progress Bars:
Manipulating Perceived Duration
with Visual Augmentations,” Proc.
28th Ann. SIGCHI Conf Human
Factors in Computing Systems (CHI
10), ACM, 2010, pp. 1545-1548.

. L. Clark et al, “Gambling Near-

Misses Enhance Motivation to
Gamble and Recruit Win-Related
Brain Circuitry,” Neuron, vol. 61, no.
3,2009, pp. 481-490.

. M. Howard, J. Pincus, and J. Wing,

“Measuring Relative Attack Sur-
faces,” Computer Security in the 21st
Century, DT. Lee, S.P. Shieh, and
J.D. Tygar, eds., Springer, 2005, pp.
109-137.

S. Checkoway et al, “Compre-
hensive Experimental Analyses
of Automotive Attack Surfaces,”
Proc. 20th Usenix Security Symp.
(SEC 11), Usenix Assoc., 2011;
https://www.usenix.org/legacy/
event/secll/tech/full_papers/
Checkoway.pdf.

S. Samat et al, “Visceral Target-
ing: Using Personalized Face

Composites for Implicit Targeted
Marketing,” presentation at 32nd
Ann. Advertising and Consumer
Psychology Conf.—Consumer
Psychology in a Social Media

World, 2013.

12. BJ. Fogg, Persuasive Technology:

Using Computers to Change What We
Think and Do, Morgan Kaufmann,
2002.

13. L. Kerr, “Bots, Babes, and the Cali-

fornication of Commerce,” U. of
Ottawa Law and Technology J., vol.
1, nos. 1-2, 2004, pp. 284-324.

Ryan Calo is an assistant professor

at the University of Washington
School of Law, where he directs
the Technology Policy Lab, and
an affiliate scholar at the Stan-
ford Law School Center for Inter-
net and Society. Contact him at
rcalo@uw.edu.

. Selected CS articles and columns
Cn are also available for free at

http://ComputingNow.computer.org.

72

$iEee [1LMRARRNNIDD |EEE@“c9mp%tersociety

Rock Stars
of Big Data

|EEE Security & Privacy

THIS YEAR’'S-MUST-ATTEND BIG DATA EVENT!

Industry-defining keynotes, actionable advice,
case studies and replicable best practices

29 OCTOBER 2013

Computer History Museum
Mountain Uiew, California

FEATURING

GRADY BOOCH

Chief Scientist of Software Engineering, IBM
CHRIS PouLIOT

Director of Algorithms & Analytics, Netflix
WILLIAM RUH

Vice President, GE Software

REGISTER an to get early registration prices at:
computer.org/Big-Data

Special discounts available for teams of 3 or more.

September/October 2013




